October 27, 2009

BY CERTIFIED MAIL — 

FOIA Officer Quinton Mason

Under Secretary Office of Intelligence & Analysis

U.S. Department of Homeland Security

Washington, D.C. 20528

RE:
Freedom of Information Act Request 

Dear Mr. Mason,

 
This letter constitutes an expedited request under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552, for records, correspondence, and agreements describing the relationship of Connecticut state agencies to DHS's State, Local, and Regional Fusion Center Initiative. We submit this request to the Office of Intelligence & Analysis on behalf of the Media Freedom and Information Access Practicum, an unaffiliated student organization at the Yale Law School. 

 
Pursuant to legislation passed by Congress in 2007 (Public Law No. 110-53),
 the Department of Homeland Security (“DHS”) directs the creation and deployment of DHS teams to assist state and local fusion centers. The congressionally mandated “Implementation Plan” for fusion centers designates the Office of Intelligence & Analysis as the executive agent for departmental interaction with state and local government. 

DHS officials have publicly described their activities in support of state fusion centers like the Connecticut Intelligence Center, which include deployment of DHS officers to state fusion centers; the installation of data networks; and arrangements for fusion center officials to access a variety of federal databases.
  It is consequently our belief that the following request is properly directed to this office. 

 
We accordingly write to request the following agency records,
 from 2003 to the present: 

1. Records and correspondence describing the establishment of any relationship between DHS and Connecticut officials with regards to the DHS State, Local, and Regional Fusion Center Initiative, including, but not limited to, any Memoranda of Understanding (“MOUs”) or Memoranda of Agreement (“MOAs”);

2. Records and correspondence describing the establishment of any relationship between DHS and Connecticut officials with regards to the Connecticut Information Center (“CTIC”), including, but not limited to, any MOUs or MOAs;

3. Any records defining criteria that federal or Connecticut state officials must meet to participate in particular information-sharing initiatives; 

4. Records and correspondence describing the establishment of any information-sharing relationships between DHS and Connecticut officials, including, but not limited to: 

a) Records concerning DHS access to information provided by CTIC or CTIC personnel;

b) Records concerning CTIC personnel access to information compiled, stored, analyzed, or managed by DHS;

c) Records concerning CTIC personnel access to any other federal systems, databases and records, whether or not that information is compiled, stored, analyzed, or managed by DHS; 

d) Records concerning CTIC personnel access to information compiled, stored, analyzed, or managed by other states and municipalities;

e) Records concerning CTIC personnel access to information compiled, stored, analyzed, or managed by non-government parties, including but not limited to commercial databases, private transportation providers, tip lines, educational institutions, or non-profit entities;

f) Records describing any information-sharing relationships between DHS and/or Connecticut officials with private sector entities; and in particular,

g) Any MOUs or MOAs regarding the above described relationships.

2. Any records listing databases and information systems considered “relevant” and “appropriately accessed” by federal and state officials for the purposes of the Fusion Center Initiative; 

3. Any records listing databases and information systems considered “relevant” and “appropriately accessed” by CTIC personnel;

4. Any records or correspondence (including, but not limited to, MOUs and MOAs) discussing whether CTIC personnel have authorization to access the following publicly known databases and systems:

a) Justice Information Network Data Exchange (JINDEX)

b) Law Enforcement National Data Exchange (N-Dex); 

c) Terrorism Intelligence Threat Assessment Network (TITAN); 

d) Federal Information Sharing Environment (ISE); 

e) Threat and Local Observation Notice (TALON) Reporting System; 

f) Interstate Identification Index (III);

g) Homeland Security Information Network Database (HSIN), including the United States Private-Public Partnership (USP3); 

h) Information Sharing Fellows (ISF) program;

i) Interagency Threat Assessment Coordination Group (ITACG); 

j) ICE Pattern Analysis and Information Collection (ICEPIC); 

k) Law Enforcement Intelligence Fusion System (IFS) (formerly known as ICE Network); 

l) Law Enforcement Analysis Data System (NETLEADS); 

m) Proton; 

n) the denied persons file of the National Instant Criminal Background Check System (NICS); 

o) FBI Law Enforcement Online (LEO) system; 

p) Regional Information Sharing System (RISS); 

q) International Justice and Public Safety Information Sharing Network (NLETS); 

r) Open Source Information System (OSIS); 

s) Multistate Anti-Terrorism Information Exchange (MATRIX) program; 

t) Joint Regional Information Exchange System (JRIES); 

u) Terrorist Screening Center (TSC); 

v) Violent Criminal Apprehension Program (VICAP);  

w) Infrastructure Security Partnership; 

x) National Information Exchange Model (NIEM); 

y) Federal Trade Commission database; 

z) Homeland Security State and Local Intelligence Community of Interest (HS SLIC);

aa) Homeland Security Network (HSDN); 

ab) Secret Internet Protocol Router Network (SIPRNET); 

ac) Digital Information Gateway (DIG);  and

ad) US-VISIT.

5. Records or correspondence discussing whether CTIC personnel have authorization to access any databases and/or information systems related to the following commercial entities:

a) General Dynamics Advanced Information Systems;

b) Entersect; 

c) LocatePlus; 

d) ClaimSearch; and

e) Northrop Grumman Corporation.

Request for Expedited Processing

 
This request warrants expedited processing because it pertains to a matter about which there is an “urgency to inform the public about an actual or alleged federal government activity,” and the request is made by “a person primarily engaged in disseminating information.”  6 CFR § 5.5(d)(1)(ii); 5 U.S.C. § 552(a)(6)(E)(v). 

 
The urgency to inform the public about the Office of Intelligence & Analysis's actual activities is made apparent by recent congressional testimony by Secretary of Homeland Security Janet Napolitano. In her recent testimony to Congress, Secretary Napolitano stated that DHS plans to increase the use of fusion centers, increasing the deployment of I&A officers to 70 by the end of fiscal year 2010, and installing the Homeland Secure Data Network at all 72 fusion centers nationwide by the end of FY 2010.
 Secretary Napolitano also described the creation of a new Joint Office to manage fusion centers, and the planned realignment of the Office of Intelligence & Analysis. Secretary Napolitano's testimony suggests that these intensified efforts may already be under way; if they are not, she has already announced her intention to commence them imminently, since those efforts are slated for completion by the end of 2010. 

 
The prompt release of additional information is therefore necessary for the public to weigh in on whether planned increases in agency expenditures of time, attention, and money are efficiently allocated and warranted, as is the purpose of FOIA. See Leadership Conference on Civil Rights v. Gonzales, 404 F.Supp.2d 246, 260 (D.D.C. 2005) (finding urgency element met because of the upcoming expiration of special provisions of the Voting Rights Act in a situation where plaintiff requested information to coordinate the legislative campaign to re-authorize provisions of the Act); ACLU v. Dep't of Justice, 321 F.Supp.2d 24, 29 (D.D.C. 2004) (finding exigency because of the “ongoing debate regarding the renewal and/or amendment of the Patriot Act”). 

As Secretary Napolitano herself has said, “[d]espite signiﬁcant resources being devoted to these efforts, there is always a need to ensure that they are efﬁcient and have been integrated with government-wide initiatives to improve information sharing.”

 
The Media Freedom and Information Access Practicum qualifies as a party “primarily engaged in disseminating information.” The Practicum will make the information it obtains pursuant to this request publicly available through its web site,   blog, and newsletter, which highlight developments concerning law and technology issues. Furthermore, the Practicum maintains significant unofficial ties to both academics and news media actors, and is well situated to analyze, interpret, and communicate this information to such partners who are also primarily engaged in disseminating information, and who have demonstrated particularized interest in this subject matter. 

Request for a Public Interest Fee Waiver

 
The Media Freedom and Information Access Practicum is entitled to a waiver of duplication fees because disclosure of the requested information is in the public interest within the meaning of 5 U.S.C. § 552(a)(4)(a)(iii) and 6 C.F.R. § 5.11(k).  To determine whether a request meets this standard, DHS components determine whether “[d]isclosure of the requested information is likely to contribute significantly to public understanding of the operations or activities of the government,” and whether such disclosure “is not primarily in the commercial interest of the requester.” 6 C.F.R. §§ 5.11(k)(i), (ii). This request clearly satisfies these criteria.

 
First, DHS’s implementation of federal statute and interactions with state and local governments clearly concern “the operations or activities of the government.” 6 C.F.R. § 5.11(k)(2)(i).  DHS is a government agency, and the State, Local, and Regional Fusion Center Initiative unquestionably constitutes government operations or activities.

 
Second, disclosure of the requested information will “contribute to an understanding of government operations or activities.” 6 C.F.R. § 5.11(k)(2)(ii) (internal quotation marks omitted). The Practicum has requested information that will shed light on DHS efforts to implement a congressionally mandated program, as well as the costs associated with the program's operations and activities. 

 
Third, the requested material will “contribute to public understanding” of the Fusion Center Initiative.  6 C.F.R. § 5.11(k)(2)(iii) (internal quotation marks omitted).  This information will contribute to the understanding of a reasonably broad audience of persons interested in the subject.  The Media Freedom and Information Access Practicum will make the information it obtains under the FOIA available to the public and the media through its web site and newsletter. In addition, the Practicum maintains significant connections with members of the mainstream and local news media, who have expressed interest in the records requested herein. 

 
Fourth, the disclosure will “contribute significantly” to the public’s knowledge and understanding of DHS operations.  6 C.F.R. § 5.11(k)(2)(iv) (internal quotation marks omitted).  Disclosure of the requested information will help inform the public about the contours of the Fusion Center Initiative, as well as contribute to the public debate about whether the Initiative is sufficiently funded and/or whether taxpayer money, allocated by Congress, is being appropriately managed by the agency. 

 
Finally, a fee waiver is appropriate here because Practicum has no commercial interest in the disclosure of the requested records.  6 C.F.R. § 5.11(k)(3).  The Practicum will derive no commercial benefit from the information at issue here.

 
As a group composed of students, the Practicum is entitled to, at the very least, a complete waiver of search fees. 6 C.F.R. § 5.11(d)(1).

***

 
 If this request is denied in whole or in part, please justify all deletions by reference to the specific exemptions of the Act.  In addition, please release all segregable portions of otherwise exempt material. 

We ask to receive all documents responsive to our request in electronic format, whenever possible. If some or all of the responsive documents are available in digital form by e-mail, please send them to the Practicum at mfia@mailman.yale.edu.

 
Thank you for your consideration of this request.  If you have any questions or concerns, please do not hesitate to contact us at the above email address.  Pursuant to the applicable FOIA provision and Department regulations, we expect a response regarding our request for expedited processing within the ten (10) day statutory time limit, 6 CFR § 5.5(d)(4).

Sincerely,

Margot Kaminski, Nabiha Syed, and Adrienna Wong

Student Directors of the 

Media Freedom & Information Access Practicum

127 Wall Street

New Haven, CT 06510

mfia@mailman.yale.edu

�	See The Implementing Recommendations of the 9/11 Commission Act of 2007.


�	Testimony of Secretary Napolitano before the Senate Committee on Homeland Security and Governmental Affairs (September 30, 2009).


�	 “Records” include but are not limited to: electronic records, letters, correspondence, tape recordings, notes, data, memoranda, reports, email, computer source and object code, technical manuals, technical specifications, or any other materials.





�	Testimony of Secretary Napolitano before the Senate Committee on Homeland Security and Governmental Affairs (September 30, 2009).





